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Introduction 

Understanding Deliverability Issues 
The document serves to provide an overview of the services, resources and best practices that 
marketers and online advertisers may utilize to improve their deliverability into Windows Live 
Hotmail and other receiving networks.  As the tactics employed by spammers and deceptive 
mailers change, technologies, policies and processes will evolve to support the primary goal of 
improving end-user trust and confidence in e-mail and the Windows Live Platform.  The content 
contained in this document should be considered current as of the time of publication, but is not a 
guarantee of delivery to the inbox.  Senders are recommended to periodically visit 
www.microsoft.com/postmaster for updates. 
 
The Internet and e-mail have become a vital platform for communication, productivity and 
commerce. The combination of RSS feeds, instant messaging, e-mail and the Web has created 
new markets and opportunities for businesses of all sizes and across all vertical markets. 
Unfortunately, the criminal element and unscrupulous businesses are exploiting these avenues 
and seeking to monopolize these growing opportunities and technologies by stealing personally 
identifiable information and corporate data.  As a result, ISPs and all receiving networks are faced 
with the onslaught of increasing volumes of spam and malicious e-mail.  While content filters and 
heuristics were effective counter measures against traditional spam and content chaff, image 
based spam, bots zombies and phishing exploits force significant changes to protect users and 
their personal information. 

In todayôs environment where daily vigilance against emerging threats is needed, even a sender 
with impeccable practices, Sender ID authentication, relevant content, and the expected 
frequency may see fluctuations in deliverability. For example, when a large virus outbreak hits, 
the biggest mail servers with the most users are affected the worst. This can result in billions of 
additional messages and significant increased load on mail servers. As mail servers get 
overloaded, available incoming SMTP connections can get tied up and spam filtering engines fall 
behind. Mail servers eventually can slow or stop accepting new connections while they process 
the connections they have open. From a senderôs perspective, it can be hard to know if your 
connection is being rejected due o a poor reputation or because of an exploit hitting a specific 
receiving network or the ecosystem at large.  

In another scenario, consider that every day receiving networks may deploy new solutions and 
enhancements in the fight against spam, viruses and phishing. As each update is made, the 
behavior of the overall system may change. These changes can impact deliverability for some 
senders and not for others, or at only certain times. It would be impractical and somewhat self 
defeating to publish a schedule of such countermeasures. Yet from a senderôs perspective, not 
having any insight into can negatively impact. 

Marketers and advertisers who understand the way the pieces fit together can optimize their 
delivery and yield a competitive advantage over those who do not pay. Those who send 
messages in the gray area between best practices and poor practices will have the more 
challenges than those who are constantly monitoring and improving their practices. This 
whitepaper attempts to provide insights into best practices and recommendations to aid in the 
deliverability of legitimate e-mail while enhancing end-user trust and confidence.   

 

http://www.microsoft.com/postmaster
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Microsoft Anti-Spam Overview 
Meeting a diverse range of user needs and environments, Microsoft has developed several e-mail 
products and services, being used by hundreds of millions of users worldwide. Combined, this 
has created the largest ecosystem of e-mail servers, services and clients in the world, providing 
enhanced layered protection against spam, phishing and viruses.  Through feedback and daily 
user analysis, Microsoft continues to invest in protection, proof and prevention technologies, 
helping customers maximize their trust, confidence and productivity in e-mail and all forms of 
electronic messaging.  
 

¶ Microsoft Office Outlook 2003 & 2007 

¶ Microsoft Exchange Server 2003 Intelligent Message Filter 

¶ Microsoft Exchange Server 2007 with Microsoft Forefront Security for Exchange Server 

¶ Microsoft Exchange Hosted Filtering 

¶ Windows Mail (Windows Vista) and Windows Live Mail Desktop Client 

¶ Windows Live Hotmail / MSN Hotmail  

¶ Entourage Client for MAC 

 

Product Logos go here!

Corporate
Services

Enterprise 
Servers
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Clients

Consumer 
Services

 
 
Microsoftôs Online Safety & Security Strategy including anti-spam and anti-phishing incorporates 
a holistic approach including three primary disciplines, (for more information visit 
www.microsoft.com/safety): 
 

1. Prescriptive Guidance - Providing user and business with tools and resources. 
2. Collaboration - Commitment to Industry, Government and Business Collaboration 

including industry working groups, partnerships, legislation, standards and policies 
3. Technologies Investments - ecosystem of servers, services and clients: 

a. Sender Reputation 
i. IP, URL, domain and user reputation 
ii. Attack detection 

b. Authentication + Identity 
i. Sender ID Framework 
ii. Outlook Email Postmark 

c. Content Filtering 
i. Low cost machine learning algorithm (user driven)  

d. User Personalization 
i. Direct and indirect user behavior and feedback 
ii. Graymail, e-mail that is desired by some and not others 


